
Note: This document refers to Microsoft-specific OAuth 2.0 settings. The end-to-end OAuth 2.0 
process for Mailit is described in the OAuth 2.0 General.pdf document that references this 
document. 

Using Microsoft Hotmail/LIVE OAUTH + IMAP 
Microsoft Live IMAP4 servers (Hotmail, Outlook personal account) have been extended to support 
authorization via the industry-standard OAuth 2.0 protocol. Using OAUTH protocol, users can 
perform authentication by Microsoft Web OAuth instead of user and password. This way is more 
secure but also a little more complex.


Create your application in Azure Portal 
To use Microsoft/Office365 OAUTH in your solution, you must create an “application” here: 

https://portal.azure.com


Sign in to the Azure portal using either a work or school account or a personal Microsoft account.


If you have access to more than one tenant, select your account in the top right corner, and set 
your portal session to the Azure AD tenant that you want.


To create an application, you need to go to the “App registrations” section in the Azure portal. This 
can be done in two ways:

1. In the left-hand navigation pane, select Azure Active Directory service, and then select App 
registrations. If the page did not open or opened but with a permissions error, use the second 
option.

2. In the search bar, start typing “App registrations”, in the drop-down search hint, select the “App 
registrations” service.


In the “App registrations” section, click the “New registration” button to create a new application.
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When the Register an application page appears, enter your application's registration information:


Name - Enter a meaningful application name that will be displayed to users of the app.

Supported account types - Select which accounts you would like your application to support. To 
learn more about the types, click the "Help me choose ..." button. For the test we choose option 2 
“Accounts in any organizational directory and personal Microsoft accounts" to support hotmail 
and outlook personal account.


Redirect URI (optional) - Select the type of app "Public client (mobile & desktop)", and then enter 
the redirect URI (http://localhost:1234/oauth/) for your application. The redirect address "http://
localhost:1234/oauth/" associated with the MailIt plugin examples. In the examples, in the account 
settings, there are two fields "Local WebServer Host" and "Local WebServer Port”. Adjust these 
depending on host name and port of the local Mailit web server. 

When finished, select Register.
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Azure AD assigns a unique application (client) ID to your app, and you're taken to your 
application's Overview page. Copy the "Application (client) ID" and “Directory (tenant) ID” to 
some place, you will need it for authorization.


Next, you need to create a Client Secret, to do this you need to go to the "Certificates and 
secrets" section, to do this, click on the "Certificates and secrets" item in the left menu bar.
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Click New Client Secret and fill in the form.


Remember to copy the client secret as soon as you create it. You will not be able to retrieve it after 
you perform another operation or leave the page.
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Next, define the rights that the application will be able to grant.

Go to "API Permission" and click "Add a permission".


Choose Microsoft Graph


©2026 Dacons UG (haftungsbeschränkt) 



Select Delegated permissions and type IMAP in the search bar, IMAP.AccessAsUser.All 
permissions will appear under the search bar, select it.




Next, type POP in the search bar, POP.AccessAsUser.All permissions will appear under the search 
bar, select it.


Next, type SMTP in the search bar, SMTP.Send permissions will appear under the search bar, 
select it.


Next in the search bar and start typing offline_access, when offline_access permissions appear 
under the search bar, select it.
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That's all, click the add permission button. On the API Permissions page, the list of permissions 
should look like the screenshot below.





Above, client_id and secret support both "Office365 +  Exchange Web Services (EWS)" and "Live 
(hotmail, outlook personal account) + SMTP/IMAP4", Office365 OAuth doesn't support SMTP/
IMAP4, only EWS is supported.


Now, please open the app Simple Receiving IMAP.fmp12, go to connection settings by clicking 
on the gear icon located at the top right and follow these steps:


1. In the “IMAP Server” field, enter “outlook.office365.com”.

1. In the “IMAP User Name” field, enter your email address.

2. In the field “Pref. IMAP Auth. ” select authorization type “OAUTH”.

3. Click on the “OAuth 2.0 Client Credentials” tab.
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4. In the “OAuth Provider” drop-down list, select “microsoftonline.com”.

5. Previously, you copied the “Application (client) ID” and “client secret”, paste the data into the 
corresponding fields “OAuth Client ID” and “OAuth Client Secret”.




6. If you want to specify a tenant, you can do so by replacing "common" with your tenant ID in the 
Authorization URL and Token URL fields, on the "OAuth 2.0 Additional settings" tab:


Authorization URL:   https://login.microsoftonline.com/{tenant}/oauth2/v2.0/authorize

Token URL: 	 	 https://login.microsoftonline.com/{tenant}/oauth2/v2.0/token
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The {tenant} value in the path of the request can be used to control who can sign into the 
application. Valid values are common, organizations, consumers, and tenant identifiers. For guest 
scenarios where you sign a user from one tenant into another tenant, you must provide the tenant 
identifier to sign them into the resource tenant. For more information, see Endpoints. 
( https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-auth-code-flow )


7. Click the “Open OAuth2 WIndow in FileMaker” or “Open OAuth2 in External browser” button to 
complete web authorization, as a result of which you can get a “Token”.


After clicking the "Open OAuth2 Window" button, a window with web authorization will open.

Log in to your account and allow access to your application.


©2026 Dacons UG (haftungsbeschränkt) 

https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-auth-code-flow


As a result, Microsoft will pass the string called “code” which is needed to get the “token”. Click 
the “Get Code” button to pick up the line from the WebView and complete the request for a 
“token”.


If everything went well you will see a message:


After receiving Token, click the “Test Connection” button to test the connection.
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After a successful connection, you can go to the Receive Email layout and click the Get Mail 
button to download messages from the server.


In response to the “Token” request, two additional properties are transferred: “Refresh Token” and 
“Token Expires In”. “Token” is substituted in the password field. “Refresh Token” and “Token 
Expires In” can be found in the “OAuth 2.0 Additional settings” tab.


In this example, the “Refresh Token” field displays the value in clear text so that authorization can 
be debugged, in real life, save the “Refresh Token” in a safe place.


The lifetime of “Token” is 1 hour from the moment it was received. After 1 hour, you need to 
request a new “Token” using “Refresh Token”. The implementation of the “Token” update process 
can be viewed in a script called “Test Connection” or “Connect to the mail server”.


On the “OAuth 2.0 Additional settings” tab, there are additional settings such as “Local WebServer 
Host” and “Local WebServer Port.” These fields are needed to configure the local web server. The 
local web server is needed to display the html file (../Mailit Assets/oauth/index.html) in FileMaker 
WebView, the file is accessible by address (http://localhost:1234/oauth/index.html) for web 
authorization. The local web server starts when the “Open OAuth2 Window” button is clicked and 
stops after clicking the “Get Code.” If for some reason the local server cannot start, then check 
that the plugin has permissions read / write to a local drive, and that the port specified in the 
settings "1234" is not being used by another application or service. If the port is busy. Try to 
specify any other port that is available on your system.


Additional Information 
Microsoft identity platform developer glossary

https://docs.microsoft.com/en-us/azure/active-directory/develop/developer-glossary


Authentication with the Live Connect endpoint

https://docs.microsoft.com/en-us/advertising/guides/authentication-oauth-live-connect?
view=bingads-13


©2026 Dacons UG (haftungsbeschränkt) 

https://docs.microsoft.com/en-us/azure/active-directory/develop/developer-glossary
https://docs.microsoft.com/en-us/advertising/guides/authentication-oauth-live-connect?view=bingads-13
https://docs.microsoft.com/en-us/advertising/guides/authentication-oauth-live-connect?view=bingads-13

	Using Microsoft Hotmail/LIVE OAUTH + IMAP
	Create your application in Azure Portal
	Additional Information

