Note: This document refers to Microsoft-specific OAuth 2.0 settings. The end-to-end OAuth 2.0
process for Mailit is described in the OAuth 2.0 General.pdf document that references this
document.

Using Microsoft Hotmail/LIVE OAUTH + IMAP

Microsoft Live IMAP4 servers (Hotmail, Outlook personal account) have been extended to support
authorization via the industry-standard OAuth 2.0 protocol. Using OAUTH protocol, users can
perform authentication by Microsoft Web OAuth instead of user and password. This way is more
secure but also a little more complex.

Create your application in Azure Portal

To use Microsoft/Office365 OAUTH in your solution, you must create an “application” here:
https://portal.azure.com

Sign in to the Azure portal using either a work or school account or a personal Microsoft account.

If you have access to more than one tenant, select your account in the top right corner, and set
your portal session to the Azure AD tenant that you want.

To create an application, you need to go to the “App registrations” section in the Azure portal. This
can be done in two ways:

1. In the left-hand navigation pane, select Azure Active Directory service, and then select App
registrations. If the page did not open or opened but with a permissions error, use the second
option.

2. In the search bar, start typing “App registrations”, in the drop-down search hint, select the “App
registrations” service.

Microsoft Azure £ App registrations
All Services (31) Resources
|
Welcome to Azure! Resource Groups Documentation (18)
Don't have a subscription? Check |
Marketplace (0) Azure Active Directory (0)
Services See all

) App registrations

E.c:: Event Grid Partner Registrations

&% App Configuration

avs
CStost saith A £, i i- ADpD proxy Lot b £is

In the “App registrations” section, click the “New registration” button to create a new application.

= Microsoft Azure £ Search resources, services, and docs (G+/) &
Home > App registrations

£== App registrations X

WES Azure Active Directory

‘ O Search (Cmd+/) | « —+ New registration Q' Got feedback?

&% Groups |p Start typing a name or Application ID to filter these results

Organizational relationships Display name Application (client) ID  Created on Certificates & sec
ai. Roles and administrators
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https://portal.azure.com/

When the Register an application page appears, enter your application's registration information:

Name - Enter a meaningful application name that will be displayed to users of the app.
Supported account types - Select which accounts you would like your application to support. To
learn more about the types, click the "Help me choose ..." button. For the test we choose option 2
“Accounts in any organizational directory and personal Microsoft accounts" to support hotmail
and outlook personal account.

Redirect URI (optional) - Select the type of app "Public client (mobile & desktop)", and then enter
the redirect URI (http://localhost:1234/0auth/) for your application. The redirect address "http://
localhost:1234/o0auth/" associated with the Maillt plugin examples. In the examples, in the account
settings, there are two fields "Local WebServer Host" and "Local WebServer Port”. Adjust these
depending on host name and port of the local Mailit web server.

When finished, select Register.

= Microsoft Azure £ Search resources, services, and docs (G+/) .. &

Home > App registrations > Register an application

Register an application X

This application will not be associated with any directory and will be subject to limitations. You should not create production apps
outside of a directory.

* Name

The user-facing display name for this application (this can be changed later).

Maillt OAuth v

Supported account types

Who can use this application or access this API?

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Public client/native (mobile ... | | http://localhost:1234/0auth/ Vv

By proceeding, you agree to the Microsoft Platform Policies "
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Azure AD assigns a unique application (client) ID to your app, and you're taken to your

application's Overview page. Copy the "Application (client) ID" and “Directory (tenant) ID” to
some place, you will need it for authorization.

Microsoft Azure

L Search resources, services, and docs (G+/)

Home > App registrations >

i Maillt =

‘/O Search

i Overview
&5 Quickstart

#" Integration assistant

Manage

2 Branding & properties

2 Authentication
Certificates & secrets

{l! Token configuration

- APl permissions

Expose an API

S S al

X
]E] Delete Preview features
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for N
developer).
\ Essentials
Display name : Maillt
Application (client) ID : 6b356da7-bdde-4122-9ddd-4f92d270...
Object ID : 73f21747-f7a1-4510-a1d0-17e60511a...
Directory (tenant) ID : f8cdef31-a31e-4b4a-93e4-5f571e9125...
Supported account types . All Microsoft account users
Client credentials : Add a certificate or secret
Redirect URIs : 0 web, 0 spa, 1 public client
Application ID URI : Add an Application ID URI

Next, you need to create a Client Secret, to do this you need to go to the "Certificates and
secrets" section, to do this, click on the "Certificates and secrets" item in the left menu bar.

Microsoft Azure

L Search resources, services, and docs (G+/)

Home > Maillt

Maillt | Certificates & secrets =

| £ Search

‘<<

i Overview
&4 Quickstart

# Integration assistant

Manage

B2 Branding & properties

3 Authentication
Certificates & secrets

il!' Token configuration

- API permissions

& Expose an API

&2 Owners

Fl Manifest

&7 Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when
receiving tokens at a web addressable location (using an HTTPS scheme). For a higher level of assurance, we
recommend using a certificate (instead of a client secret) as a credential.

o Application registration certificates and secrets can be found in the tabs below.

Certificates (0) Client secrets (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred
to as application password.

—|— New client secret

Description Expires Value ©® Secret ID

No client secrets have been created for this application.
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Click New Client Secret and fill in the form.

= Microsoft Azure O Search resources, services, and docs (G+/) 500 6

Home > Maillt Add a client secret X
Maillt | Certificates & secret

Description l Maillt Secret ]
Search « ! Got fe
‘ - I A Expires | 24 months v I
i Overview
Credentials
&> OQuickstart receiving to

Remember to copy the client secret as soon as you create it. You will not be able to retrieve it after
you perform another operation or leave the page.

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Maillt
Maillt | Certificates & secrets = - X
[p Search I « 2 Got feedback?

i Overview
&5 Quickstart @ oot asecond to give us some feedback? —>

P4 Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when
Manage receiving tokens at a web addressable location (using an HTTPS scheme). For a higher level of assurance, we
recommend using a certificate (instead of a client secret) as a credential.
2 Branding & properties

3 Authentication

Qs B g 0 Application registration certificates and secrets can be found in the tabs below.
il!' Token configuration
Certificates (0 Client secrets (1
- APl permissions M © ' M
& Expose an API A secret string that the application uses to prove its identity when requesting a token. Also can be referred
to as application password.
&2 Owners
B Manifest + New client secret
Description Expires Value ©® Secret ID
Support + Troubleshooting
) Maillt Secret 10/4/2024 Rux8Q~SUhqgNL4... [ |3766eed4-22ca-41.. [ [i]
2 Troubleshooting

:9} New support request
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Next, define the rights that the application will be able to grant.
Go to "API Permission" and click "Add a permission".

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Maillt

- Maillt | APl permissions = - X
I L Search ‘ « O Refresh R'_v] Got feedback?
8 Overview

Configured permissions

&4 Quickstart L . - .
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the

#" Integration assistant consent process. The list of configured permissions should include all the permissions the application needs.
Learn more about permissions and consent

Manage
—~+ Add a permission

2 Branding & properties

APl / Permissions na... Type Description Admin consent req...
2 Authentication
\ Microsoft Graph (1) cee
Certificates & secrets
User.Read Delegated  Sign in and read user profile No

ill Token configuration

- API permissions

Choose Microsoft Graph

Select an API

@ Microsoft APIs My APIs

Commonly used Microsoft APIs

& Quicks
# Integr: ;
d — Microsoft Graph
/ ‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
Manage \ ’ Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
.< single endpoint.
& Brandi
2 Auther
Certific. More Microsoft APIs
iI! Token
< APl pe BEn Azure Communication
= Azure Batch L Services 9 Azure Cosmos DB
& Expose Schedule large-scale parallel and HPC Rich communication experiences with Fast NoSQL database with open APIs
applications in the cloud the same secure CPaaS platform used for any scale.
&8 Owner by Microsoft Teams
Bl Aol
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Select Delegated permissions and type IMAP in the search bar, IMAP.AccessAsUser.All
permissions will appear under the search bar, select it.

Microsoft Azure L Search resources, services, and docs (G+/)

Home > 1 Request API permissions X
_@_ Ml
< All APIs
:/O Search G Microsoft Graph
4 https://graph.microsoft.com/ Docs '
i Overvi - I .
= OOV What type of permissions does your application require?
& Quicks
Delegated permissions Application permissions
#  Integr Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Manage
B Brandi  Select permissions expand all
3 Auther |p \MAP »
Certific Permission Admin consent required
il Token
V' IMAP (1)
<~ APl pe
& Expost IMAP.AccessAsUser.All O N
Read and write access to mailboxes via IMAP.
& Owner

Next, type POP in the search bar, POP.AccessAsUser.All permissions will appear under the search
bar, select it.

&2 Brandi  Select permissions expand all
2 Auther I/O POP| ~
Certific Permission Admin consent required
il Token
\/ POP (1)
- APl pe
& Expost POP.AccessAsUser Al O .
Read and write access to mailboxes via POP.
48 Owner

Next, type SMTP in the search bar, SMTP.Send permissions will appear under the search bar,
select it.

& Brandi  Select permissions expand all
3 Auther 5 SsMTP »
Certific Permission Admin consent required
1! Token
V' SMTP (1)
- APl pe
& Expost SMTP.Send © .
Send emails from mailboxes using SMTP AUTH.
&5 Owner

Next in the search bar and start typing offline_access, when offline_access permissions appear
under the search bar, select it.
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B2 Brandi  Select permissions expand all
3 Auther |p flin »

Certific Permission Admin consent required
il Token

V' Openld permissions

<~ APl pe

Expose | [] offline_access © No

Maintain access to data you have given it access to

48 Owner

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Maillt

= Maillt | API permissions = - X

’/O Search I « O Refresh ,C'K_v] Got feedback?

R Overview A You are editing permission(s) to your application, users will have to consent even if they've already done so

reviously.
&5 Quickstart : Y

P4 Integration assistant . L
Configured permissions

Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the
consent process. The list of configured permissions should include all the permissions the application needs.
Learn more about permissions and consent

=

& Branding & properties

2 Authentication
-+ Add a permission
Certificates & secrets
- API / Permissions na... Type Description Admin consent req...
{I!' Token configuration

o ' Microsoft Graph (5)
- APl permissions

IMAP AccessAsUser Delegated ~ Read and write access to mailboxes vi... No
& Expose an API

offline_access Delegated  Maintain access to data you have giv... No
& Owners
. POP.AccessAsUser. Delegated  Read and write access to mailboxes vi... No
[ Manifest
SMTP.Send Delegated  Send emails from mailboxes using S...  No
Support + Troubleshooting
User.Read Delegated  Sign in and read user profile No

&2 Troubleshooting

That's all, click the add permission button. On the APl Permissions page, the list of permissions
should look like the screenshot below.

Above, client_id and secret support both "Office365 + Exchange Web Services (EWS)" and "Live
(hotmail, outlook personal account) + SMTP/IMAP4", Office365 OAuth doesn't support SMTP/
IMAP4, only EWS is supported.

Now, please open the app Simple Receiving IMAP.fmp12, go to connection settings by clicking
on the gear icon located at the top right and follow these steps:

1. In the “IMAP Server” field, enter “outlook.office365.com”.
1. In the “IMAP User Name” field, enter your email address.

2. In the field “Pref. IMAP Auth. ” select authorization type “OAUTH”.
3. Click on the “OAuth 2.0 Client Credentials” tab.
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4. In the “OAuth Provider” drop-down list, select “microsoftonline.com”.
5. Previously, you copied the “Application (client) ID” and “client secret”, paste the data into the
corresponding fields “OAuth Client ID” and “OAuth Client Secret”.

IMAP Connection Settings X
IMAP Server outlook.office365.com
IMAP Server Port : 993
SSL/TLS ‘on
POP Server Timeout : 60

IMAP Authentication only

Pref. IMAP Auth. OAUTH
IMAP User Name dacons2020@outlook.com
IMAP Password XYY Y YY)

Leave Messages on Server : On

Delete L off

After (days) 7

Test Connection Clear Settings

Last Session Transcript OAuth 2.0 Client Credentials OAuth 2.0 Additional settings Log file

Hint: In order to use OAuth2 authorization you

OAuth Pravider microsoftonline.com need to create an application.
R : For the GMail service:
OAuth Client ID i 6b356da7-bdde-4122-9ddd-4f92d270a9c8 https://console.developers.google.com/

For the Outlook or Live service:
https://portal.azure.com/

OAuth Client Secret Rux8Q~SUhqaNL4Yb2KT,_67tQD2TWQIEQsveaXF] _ R
After creating the application, you will be
available to "Client ID" and "Ciient Secret"

Use Secretin Request

i Off
Open OAuth2 Window in FileMaker Open OAuth2 in External browser

6. If you want to specify a tenant, you can do so by replacing "common" with your tenant ID in the
Authorization URL and Token URL fields, on the "OAuth 2.0 Additional settings" tab:

Authorization URL: https://login.microsoftonline.com/{tenant}/oauth2/v2.0/authorize
Token URL: https://login.microsoftonline.com/{tenant}/oauth2/v2.0/token

Last Session Transcript OAuth 2.0 Client Credentials OAuth 2.0 Additional settings Log file

Local WebServer Host localhost Local WebServer Port 1234 : Start Stop
OAuth Refresh Token

Authorization URL https://login.microsoftonline.com/common/oauth2/v2.0/authorize

Token URL https://login.microsoftonline.com/common/oauth2/v2.0/token

Scope offline_access https://outlook.office.com/POP.AccessAsUser.All https://outlook.office.com/IMAP.AccessAsUser.All

Token Expires In
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The {tenant} value in the path of the request can be used to control who can sign into the
application. Valid values are common, organizations, consumers, and tenant identifiers. For guest
scenarios where you sign a user from one tenant into another tenant, you must provide the tenant
identifier to sign them into the resource tenant. For more information, see Endpoints.

( https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-auth-code-flow )

7. Click the “Open OAuth2 Window in FileMaker” or “Open OAuth2 in External browser” button to
complete web authorization, as a result of which you can get a “Token”.

Last Session Transcript OAuth 2.0 Client Credentials OAuth 2.0 Additional settings Log file

OAuth Provider microsoftonline.com
OAuth Client ID 6b356da7-bdde-4122-9ddd-4f92d270a9c8
OAuth Client Secret Rux8Q~SUhqgNL4Yujb2KT_67tQD2TwQIEQsvcaXF
Use Secret in Request off
Open OAuth2 Window in FileMaker Open OAuth2 in External browser

After clicking the "Open OAuth2 Window" button, a window with web authorization will open.
Log in to your account and allow access to your application.

00 Show OAuth

B Microsoft

dacons2020@outlook.com

Let this app access your info?
unverified

Maillt OAuth needs your permission to:

e Access your info anytime

o Sign you in automatically

e Sync and send mail

o Access your email addresses

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://microsoft.com/consent. Show details

No

Terms of Use  Privacy & Cookies

Get Code Close
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https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-auth-code-flow

As a result, Microsoft will pass the string called “code” which is needed to get the “token”. Click
the “Get Code” button to pick up the line from the WebView and complete the request for a
“token”.

ece Show OAuth

We have a code, click the "Get Code" button to
continue authorization.

Get Code Close

If everything went well you will see a message:

The token is received and inserted into the password field, now
you can go to the "Receive Email" layout and click the "Get Mail"
button.

Token: EWAgA61DBAAUzI/nWKUIBg14ZGcybuC4/
OHFdfEAAb7LCORCaoKGD +fqRJAVIYWILHYTMWDfc3uXT4vPFV
LJjLBWwdgQAF+NiGeRI4JgOgkvpfGXpEbzXS6Wy+y5JWoWQP
wO0r08i0odJpPXC59E9kVOGIgeqqvJI02K2VHONzkXSXjuUfb9rk
Och/
qV2wppFKxGUIbD7kZBdvj7RIDBPoUqdJgrRuheHXnWfO8QGoe
bNwvrgfx4mchztgDoSMfVmp/zb/

Cancel | S

After receiving Token, click the “Test Connection” button to test the connection.

Leave Messages on Server : On

Delete L off

After (days) 7

Test Connection Clear Settings

Last Session Transcript OAuth 2.0 Client Credentials OAuth 2.0 Additional settings Log file

. N N Hint: In order to use OAuth2 authorization you
OAuth Provider i microsoftonline.com need to create an application. Y

For the GMail service:

OAuth Client ID 6b356da7-bdde-4122-9ddd-4f92d270a9¢8 https://console.developers.google.com/

For the Outlook or Live service:
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After a successful connection, you can go to the Receive Email layout and click the Get Mail
button to download messages from the server.

m Delete Mailit 10 Simple Receiving IMAP = E ﬁ

From Subject Received Priority

In response to the “Token” request, two additional properties are transferred: “Refresh Token” and
“Token Expires In”. “Token” is substituted in the password field. “Refresh Token” and “Token
Expires In” can be found in the “OAuth 2.0 Additional settings” tab.

In this example, the “Refresh Token” field displays the value in clear text so that authorization can
be debugged, in real life, save the “Refresh Token” in a safe place.

The lifetime of “Token” is 1 hour from the moment it was received. After 1 hour, you need to
request a new “Token” using “Refresh Token”. The implementation of the “Token” update process
can be viewed in a script called “Test Connection” or “Connect to the mail server”.

Last Session Transcript OAuth 2.0 Client Credentials OAuth 2.0 Additional settings Log file
Local WebServer Host localhost Local WebServer Port Start Stop
OAuth Refresh Token M.C545_BL2.0.U.-CIBOKwvm!Jcn3czskmW!
Authorization URL https://login.microsoftonline.com/common/oauth2/v2.0/authorize
Token URL https://login.microsoftonline.com/common/oauth2/v2.0/token
Scope offline_access https://outlook.office.com/POP.AccessAsUser.All https://outlook.office.com/IMAP.AccessAsUser.All
Token Expires In Tuesday, 10.09.2024 21:11:24 EEST

On the “OAuth 2.0 Additional settings” tab, there are additional settings such as “Local WebServer
Host” and “Local WebServer Port.” These fields are needed to configure the local web server. The
local web server is needed to display the html file (../Mailit Assets/oauth/index.html) in FileMaker
WebView, the file is accessible by address (http://localhost:1234/0auth/index.html) for web
authorization. The local web server starts when the “Open OAuth2 Window” button is clicked and
stops after clicking the “Get Code.” If for some reason the local server cannot start, then check
that the plugin has permissions read / write to a local drive, and that the port specified in the
settings "1234" is not being used by another application or service. If the port is busy. Try to
specify any other port that is available on your system.

Additional Information

Microsoft identity platform developer glossary
https://docs.microsoft.com/en-us/azure/active-directory/develop/developer-glossary

Authentication with the Live Connect endpoint
https://docs.microsoft.com/en-us/advertising/guides/authentication-oauth-live-connect?
view=bingads-13
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